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12 hours of training on Data Privacy
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Batch : Global

Date: 24th — 26th June 2026
Timing: 1:00 pm — 5:00 pm GMT
Mode of training: Online
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Course Fee: USD 199 For ISACA/ISC2 Chapters: USD 159 For Returning Participants: USD 129
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Certified Data Privacy Practitioner(CDPP V2.0)

ﬁntroduction \

= Recent history has seen drastic changes in the way
personal data is being collected and handled by
businesses. The dependence on data to drive routine
businesses and utilizing it for innovation have raised
potential threats and risks to the privacy of
individuals. Data privacy is the right of an individual
to control how personal information is collected,
with whom it is shared, and how it is processed,
retained, or deleted. A better understanding the
privacy and data protection laws will enable you to
protect your organization and safeguard the
customers’ personal information.
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ﬁnportance of Data Privacy?
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The way technology is advancing, and the way data
collection is becoming more and more sophisticated
(with or without knowledge of the consumer), it is
important for individuals to have some control over
their personally identifiable information (PIl) and
personal health information (PHI) i.e. what needs to
be disclosed/ not to be disclosed, where PIl & PHI
should be used (purpose) etc. As a result, data privacy
has emerged as one of the most significant aspects of
today’s world. Apart from regulatory requirements,
protecting the privacy of data reduces the risk of

costly incidents and reputational harms as well.
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/Why Data Privacy \

= Data privacy is the right of an individual to have
control over what personal information can be
collected and how is it used. Many consider data
privacy to be the most significant consumer
protection issue today. The risk of Pll being exposed
to unauthorized personnel has increased many folds
and high-profile data breaches have created
heightened concern about how data may be
protected and kept private. Compliance
requirements for data privacy are getting more

- 4

— @

/Objective Of CDPP?

= overview of privacy and data protection for the
global organization

=  Provide methods for protecting privacy using the

Fair Information Principles

= |dentify local and global laws and regulations
that pertain to data. protection

= |dentify strategies for managing compliance
issues related different. privacy laws and data
protection acts

= Implementing data security in practice

= A useful privacy framework
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/Regulations To Be Covered \

The General Data Protection Regulation (GDPR)
Health Insurance Portability and Accountability Act of
1996 (HIPAA)

The California Online Privacy Protection Act
(CalOPPA)

California Consumer Privacy Act (CCPA)

ISO 27701: The International Standard for Data
Privacy

Data Privacy Act of 2012, Philippines

The Personal Information Protection and Electronic
Documents Act (PIPEDA), Canada

The Privacy Act 1988, Australia
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New Regulations Added To
This Course

The European Artificial Intelligence Act (EUAI)
Digital Personal Data Protection Act (DPDPA)
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Course Contents

ﬁart 1: \ /Principles of COPPA, CALOPPA, CCPA, GLBA and dah

subject rights.
* Introduction to PIPEDA
* Terms and definitions of PIPEDA.
* Applicability and jurisdiction of Canadian data

* Introduction to GDPR

* Principles of GDPR and data subject rights

e Concept of data protection impact assessment

* Liabilities and penalties of GDPR protection law

« Introduction to HIPAA * Liabilities and penalties of PIPEDA

* ldentification of the standardized code sets as
mandated by HIPAA Part 2:

* Liabilities and penalties of HIPAA

* Introduction to US Federal Laws - COPPA, CALOPPA,
CCPA, GLBA

* Terms and definitions of the different US Federal data
protection law.

* Applicability and jurisdiction of COPPA, CALOPPA,

CCPA, GLBA - Applicability and jurisdiction of the local dat
- Liabilities and penalties of COPPA, CALOPPA, CCPA, pplicabllity and jurisdiction ot the focal data
protection laws

GLBA . .
* Principles of local data protection laws.
e Liabilities and penalties of local data protection laws

* Overview of ISO 27701: The International Standard for
Data Privacy

* Introduction to the Data Privacy Act of 2012,
Philippines

* Introduction to the privacy Act 1988 — Australia

* Terms and definitions of the local data protection laws.




Course Contents

/Part 3 \

* Data protection Implementation guidelines

* |dentifying Pll and PHI in your organization

* Inventorying Pll and PHI and assigning ownership.
Developing security controls to ensure compliance
with local data protection laws, GDPR, and HIPAA

* GDPR Privacy Impact Assessment
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* How do local privacy laws co-relate with GDPR and
HIPAA.

* Key pointers to implementing compliances
successfully.

* Key Challenges in DPA/GDPR & HIPAA
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implementations

Part 4

* Appointing a Data Privacy Officer (DPO)

* Roles and responsivities of the DPO

* Developing appropriate policies and procedures

* Board and senior management oversight on the
privacy program

* Measuring success of your privacy program
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Examination—After the training, the participants will
need to undergo an online examination. Upon
successfully clearing the examination, the participant will
be awarded the CDPP certificate.
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Udit has rich experience of 12+ years in the field of
information security and Audits. He has carried out
PCI DSS audits, 15027001, Vulnerability
assessments, System and Server Audits, Web
application security assessments, Secure code
reviews, Technical security assessments, Vendor
Audits, HIPAA Implementation & Audits, and SOC
maturity assessments. He has delivered excellent

Udit Pathak; projects across the globe for the payment
AVP — Americas & Europe  ecosystem, BFSI, the travel industry, health care,
Network Intelligence and defense services for both cloud and traditional

on-prem solutions.

\ Registration link: CDPP — Certified Data Privacy Practitioner /
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https://forms.office.com/r/fXydN1zAyu
https://forms.office.com/r/fXydN1zAyu
https://forms.office.com/r/fXydN1zAyu
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