
Certified Cloud Security Professional

Training

Presents



Schedule 

Date: July 21-23, 2026
Timing: 1:00 PM (GMT) Onwards

Mode of training: Online ( 3 days,6 hours each )

Early Bird: USD 575 
(registering by 5th July 2026)

Regular : USD 799 
ISACA/ISC2 Chapter: USD 699

Course Fee:

Private & Confidential | ©2026, Network Intelligence Private Limited. All Rights Reserved.
2



Certified Cloud Security Professional Training

What is Certified Cloud Security Professional (CCSP) ? 

▪ The Certified Cloud Security Professional (CCSP) is a globally recognized certification 
designed for IT and cybersecurity professionals who want to demonstrate advanced 
knowledge and skills in cloud security architecture, design, operations, and governance.

▪ It is offered by (ISC)² Official Website and is considered one of the most prestigious 
certifications for cloud security professionals.

Why CCSP?
As organizations increasingly migrate their applications, data, and infrastructure to cloud 
environments, securing these environments has become a critical business requirement. 
CCSP equips professionals with the expertise to:
▪ Design and implement secure cloud architectures.
▪ Protect cloud data throughout its lifecycle.
▪ Manage cloud security operations and risks.
▪ Ensure compliance with legal, regulatory, and privacy requirements.
▪ Secure applications and workloads running in cloud environments.
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Who can attend

▪ Cloud Security Engineers
▪ Security Architects
▪ Cloud Architects
▪ Security Consultants
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Prerequisite: 

To qualify for this cybersecurity certification, you must pass the exam and have at least five 
years of cumulative work experience in information technology, of which three years must 
be in information security, and one year in one or more of the six domains of the ISC2 CCSP 
Exam Outline.
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▪ Systems Engineers
▪ Security Managers
▪ Enterprise Architects
▪ IT Auditors and Risk Professionals

Certified Cloud Security Professional Training



Objectives
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▪ Understand legal frameworks and 
guidelines that affect cloud services. 

▪ Recognize the fundamentals of data 
privacy regulatory/legislative mandates. 

▪ Assess risks, vulnerability, threats, and 
attacks in the cloud environment. 

▪ Evaluate the design and plan for cloud 
infrastructure security controls. 

▪ Evaluate what is necessary to manage 
security operations. 

▪ Understand what operational controls 
and standards to implement. 

▪ Describe the types of cloud deployment 
models in the types of “as a service” 
cloud models currently available today. 

▪ Identify key terminology, and 
associated definitions related to cloud 
technology. 

▪ Establish a common terminology for 
use within your team or workgroup. 

▪ Build a business case for cloud 
adoption and determine business units 
that benefit from cloud migration 
strategies.
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CCSP Course Content
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Module 1: Cloud Concepts, 
Architecture & Design

• Understand cloud computing concepts 
• Describe cloud reference architecture 
• Understand security concepts relevant 

to cloud computing 
• Understand design principles of secure 

cloud computing 
• Evaluate cloud service providers 

Module 2: Cloud Data Security

• Cloud data concepts
• Cloud data storage architectures

• Data security technologies and 
strategies

• Information Rights Management (IRM)
• Data retention, deletion, and archiving 

policies
• Data auditability, traceability, and 

accountability of data events 

Module-3 
Cloud Platform & Infrastructure Security

• Comprehend cloud infrastructure and 
platform components

• Design a secure data center



CCSP Course Content
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• Analyze risks associated with cloud 
infrastructure and platforms

• Plan and implementation of security 
controls

• Plan business continuity (BC) and 
disaster recovery (DR)

Module-4
Cloud Application Security

• Advocate training and awareness for 
application security

• Describe the Secure Software 
Development Life Cycle (SDLC) process

• Apply the Secure Software 
Development Life Cycle (SDLC)

• Apply cloud software assurance and 
validation

• Use verified secure software
• Comprehend the specifics of cloud 

application architecture
• Design appropriate Identity and 

Access Management (IAM) solutions

Module 5: Cloud Security Operations

• Build and implement physical and 
logical infrastructure for cloud 
environment



CCSP Course Content

Private & Confidential | ©2026, Network Intelligence Private Limited. All Rights Reserved.
8

• Operate and maintain physical and 
logical infrastructure for cloud 
environment

• Implement operational controls and 
standards

• Support digital forensics
• Manage communication with relevant 

parties
• Manage security operations

Module 6: Legal, Risk & Compliance

• Articulate legal requirements and 
unique risks within the cloud 
environment

• Understand privacy issues
• Understand audit process, 

methodologies, and required 
adaptations for a cloud environment

• Understand implications of cloud to 
enterprise risk management

• Understand outsourcing and cloud 
contract design
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Take Away

▪ Earn 18 CPE Credits upon successful completion of the training

▪ Comprehensive Study Material included

▪ Participation Certificate from Network Intelligence

▪ Expert Guidance for the Examination

▪ Please note that attempting the official certification exam is optional. We can 
also assist with the exam voucher registration at an additional fee as applicable 
by.
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Certified Cloud Security Professional Training

Registration Link: Certified Cloud Security Professional Training – Fill out form

https://forms.office.com/r/ub8kc1MUu2
https://forms.office.com/r/ub8kc1MUu2
https://forms.office.com/r/ub8kc1MUu2


Trainers Profile
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Senior IT and governance professional with over 25 years of experience in IT operations, 
infrastructure leadership, and governance-driven transformation. With nearly 15 years of 
experience in the Middle East, I have helped organizations strengthen their security posture, 
regulatory compliance, and business continuity resilience.
I have a strong background in education and professional training, with expertise in simplifying 
complex technical and regulatory concepts into practical, business-focused learning. My 
experience includes delivering training on ERP systems, security awareness, ITSM practices, 
and cloud/SaaS governance.
Currently, I specialize in consulting and training on ISO-aligned management systems, including 
ISMS (ISO/IEC 27001), AIMS (ISO/IEC 42001), BCMS (ISO 22301), and PIMS (ISO/IEC 27701). I 
also support organizations through Business Impact Analyses (BIA), Risk Assessments, and the 
integration of ISMS, BCMS, and AIMS with IT and AI security frameworks.

Debashish Ray,
 Former Head of IT | Business Information Security 

Officer | IT Governance & Risk Leader
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